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Terms & Conditions
Terms and Conditions


WHY. We are a small, independent publisher founded by a math teacher and his wife. We believe in the value we bring
to teachers and schools, and we want to keep doing it. We keep our prices low so all teachers and schools can benefit
from our products and services. We ask that you help us in our mission by complying with these Terms & Conditions.


PLEASE, NO SHARING. We know it’s nice to share, but please don’t share your membership content or your
login or validation info. Your membership is a Single User License, which means it gives one person – you — the right
to access the membership content (Answer Keys, editable lesson files, pdfs, etc.) but is not meant to be shared.


Please do not copy or share the Answer Keys or other membership content.
Please do not post the Answer Keys or other membership content on a website for others to view. This includes
school websites and teacher pages on school websites.
You can make in-house photocopies of downloaded material to distribute to your class.  You may not pay any third
party to copy and or bind downloaded content.  You may not send out downloaded content to any third party,
including BOCES districts, to copy and or bind downloaded content. You may not publish or compile downloaded
content into the digital equivalent of a bound book. You may distribute downloaded content digitally to your class
only through password protection or enclosed environments such as Google Classroom or Microsoft Teams.
If you are a school, please purchase a license for each teacher/user.


PLEASE RESPECT OUR COPYRIGHT AND TRADE SECRETS. We own the copyright in all the materials we create,
and we license certain copyrights in software we use to run our site, manage credentials and create our materials; some
of this copyrighted software may be embedded in the materials you download. When you subscribe, we give you
permission (a “Single User License”) to use our copyrights and trade secrets and those we license from others,
according to our Terms & Conditions. So in addition to agreeing not to copy or share, we ask you:


Please don’t reverse-engineer the software or printed materials.  This includes copying or binding of downloaded
material, on paper or digitally.
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Please don’t change or delete any authorship, copyright mark, version, property or other metadata.
Please don’t try to hack our validation system, or ask anyone else to try to get around it.
Please don’t put the software, your login information or any of our materials on a network where people other than
you can access it
Please don’t copy or modify the software or membership content in any way unless you have purchased editable
files;
If you create a modified assignment using a purchased editable file, please credit us as follows on all assignment
and answer key pages:


“This assignment is a teacher-modified version of [eMATH Title] Copyright © 201x eMATHinstruction, LLC, used by
permission”


FEEDBACK REQUESTED. We value your feedback about our products and services. We think others will value it, too.
That’s why we may do the following (and we ask that you agree):


Use your feedback to make improvements to our products and services and even launch new products and
services, with the understanding that you will not be paid or own any part of the new or improved products and
services (unless we otherwise agree in writing ahead of time).
Share your feedback, including testimonials, on our website or other advertising and promotional materials, with
the understanding that you will not be paid or own any part of the advertising or promotional materials (unless we
otherwise agree in writing ahead of time).


SATISFACTION GUARANTEED. If you are not 100% satisfied, we will refund you the purchase price you paid within 30
days. To get a refund:


Within 30 days of your purchase,
Delete the software and all membership content from all your computers, destroy all photocopies or printouts of our
materials and return all tangible copies (disks, workbooks, etc) and other materials you have received from us to:


eMATHinstruction Returns Department
 10 Fruit Bud Lane


 Red Hook, NY 12571
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TECHNICAL SUPPORT: If you are having trouble logging in or accessing your materials, or if your downloaded
materials won’t open or are illegible, please notify us immediately by email at info@emathinstruction.com so we can get it
fixed.


NO WARRANTY. We believe in the quality and value of our products and services, and we work hard to make sure they
work well and are free of bugs. But that said, we are providing our products and services to you “as is,” which means we
are not responsible if something bad happens to you or your computer system as a result of using our products and
services. For our full Disclaimer of Warranties, please see our Legalese version of these Terms & Conditions Here.


DISPUTES. If we have a dispute that we cannot resolve on our own, we will use Binding Arbitration instead of filing a
lawsuit in a regular court (except that you can use small claims court). Binding Arbitration means our case will be decided
by one or more arbitrators who are chosen and paid by all parties to the dispute. Arbitration is a faster and less formal
way of resolving disputes and therefore tends to cost less.


To begin an arbitration proceeding, please send a letter requesting arbitration and describing your claim to:


Emath Instruction Inc.
 10 Fruit Bud Lane


 Red Hook, NY 12571


LIMITATION OF LIABILITY. If you do win a case against us, the most you can recover from us is the amount you have
paid us.


To see the Legalese version of our Terms & Conditions, please click HERE. We’ve given you the highlights above, in
plain English, but it’s a good idea to look at the Legalese, too, because by checking the box below and proceeding with
your purchase you are agreeing to both the English and Legalese.
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Contract Rider between Vestal Central School District 


And 


_________________________ 


a. _____________________(Vendor) acknowledges that the  Vestal Central School
District (Customer) is a public education governmental unit pursuant to the laws
of the State of New York.


b. This Rider is hereby incorporated into the Agreement between Vendor and
Customer.  Notwithstanding any other language in the Agreement, including any
referenced documents as well as otherwise incorporated documents, to the
contrary, the language of this Rider has been individually negotiated and
supersedes any other language that conflicts with the provisions of this Rider.


c. No part of this Agreement can be changed or modified as relates to Customer,
without Customer’s prior written notice and written agreement of the proposed
changes to the Agreement.


d. Vendor agrees to defend, indemnify, and hold harmless Customer and Customer’s
officers, employees, volunteers, Users, agents, and other representatives
(collectively Indemnitees) from any and all losses, costs, liabilities, damages, and
expenses (including but not limited to reasonable attorneys’ fees and reasonable
attorneys’ fees in seeking to enforce its rights pursuant to this Agreement) arising
out of intellectual property claims brought by third parties based upon any
intellectual property supplied to Indemnitees by Vendor or Vendor’s affiliates or
licensors pursuant to this Agreement.


e. No defense, indemnification, or hold harmless provision of the Agreement shall
applied against  Customer except to the extent Vendor also provides that identical
provision protecting Customer and Customer’s officers, employees, volunteers,
agents, authorized users and other representatives.


f. Vendor waives and releases Customer from any claim of reimbursement of legal
fees relating to its enforcement of the Agreement except to the extent the relevant
provision of the Agreement provides that the prevailing party is entitled to such
fees on the disputed matter following the decision and judgment of a Court of law
finally deciding the matter.


g. Customer general liability.  No limitations, exclusions, disclaimers or other
language seeking to reduce or eliminate Vendors legal or financial duties shall
apply to its duties under this subparagraph of the Rider.







h. No limitations shall apply to Vendor’s duty to defend, indemnify, or hold harmless
pursuant to subsection d above.   For all other liabilities, Vendor’s liability to
Customer shall be the greatest of the amount and kind provided for in the
agreement, or,


a. One year’s fees payable by Customer to Vendor pursuant
to Agreement, or


b. Vendor’s applicable insurance coverage.


i. The Parties agree that this Agreement shall be governed by the laws of the State
of New York, without regard to its conflict of laws principles.  The parties agree
that exclusive jurisdiction to resolve any conflicts relating to this Agreement shall
be in the State and Federal Courts with venue in Broome County New York.  The
Parties consent to personal jurisdiction in such Courts.  Arbitration is expressly
prohibited. There is no waiver of class action suits against Vendor.


j. No assignment shall be authorized against a Customer without its written
consent.


k. No Service of Process against Customer by electronic means is permitted.


l. Vendor acknowledges that Customer is subject to New York State Freedom of
Information Law. Confidential Information does not include any information
required to be produced pursuant to law, or a lawfully issued subpoena or other
judicially enforceable demand. Customer does not have to provide advance notice
to Vendor prior to complying with such lawful demands for information.


m. No limitation of time in the Agreement shall shorten Customers’ time period to
seek redress from the Vendor and where not satisfied, bring an action or special
proceeding against Vendor as otherwise provided by applicable law.


n. Vendor’s rate of interest on any unpaid amounts due from Customer shall be 3%
annual.


o. This Rider shall survive termination of the Agreement.


_____________________________ _________________________ 


Vestal Central School District Date 


______________________________ _____________________________ 


Vendor  Date 







Exhibit A 


DATA PRIVACY RIDER FOR ALL CONTRACTS INVOLVING PROTECTED DATA 
PURSUANT TO EDUCATION LAW §2-C AND §2-D 


District and Vendor agree as follows: 


1. Definitions:


(1) Protected Data means personally identifiable information of students from student education
records as defined by FERPA, as well as teacher and Principal data regarding annual professional
performance reviews made confidential under New York Education Law §3012-c and §3012-d;


(2) Personally Identifiable Information (PII) means the same as defined by the regulations
implementing FERPA (20 USC §1232-g);


2. Confidentiality of all Protected Data shall be maintained in accordance with State and Federal 
Law and the District’s Data Security and Privacy Policy;


3. The Parties agree that the District’s Parents’ Bill of Rights for Data Privacy and Security are 
incorporated as part of this agreement, and Vendor shall comply with its terms;


4. Vendor agrees to comply with Education Law §2-d and its implementing regulations;


5. Vendor agrees that any officers or employees of Vendor, and its assignees who have access to 
Protected Data, have received or will receive training on federal and State law governing 
confidentiality of such data prior to receiving access;


6. Vendor shall:


(1) limit internal access to education records to those individuals that are determined to have
legitimate educational interests;


(2) not use the education records for any other purposes than those explicitly authorized in its
contract. Unauthorized use specifically includes, but is not limited to, selling or disclosing
personally identifiable information for marketing or commercial purposes or permitting,
facilitating, or disclosing such information to a third party for marketing or commercial purposes;


(3) except for authorized representatives of the third party contractor to the extent they are
carrying out the contract, not disclose any personally identifiable information to any other party:


(i) without the prior written consent of the parent or eligible student; or


(ii) unless required by statute or court order and the party provides notice of the
disclosure to the department, Board of Education, or institution that provided the
information no later than the time the information is disclosed, unless providing
notice of the disclosure is expressly prohibited by the statute or court order;



https://www.vestal.stier.org/Downloads/5676%20-%20Data%20Security%20and%20Privacy.pdf





(4) maintain reasonable administrative, technical and physical safeguards to protect the security,
confidentiality and integrity of personally identifiable student information in its custody;


(5) use encryption technology to protect data while in motion or in its custody from unauthorized
disclosure using a technology or methodology specified by the Secretary of the United States
Department of Health and Human Services in guidance issued under Section 13402(H)(2) of
Public Law §111-5;


(6) adopt technology, safeguards and practices that align with NIST Cybersecurity Framework;


(7) impose all the terms of this rider in writing where the Vendor engages a subcontractor or other
party to perform any of its contractual obligations which provides access to Protected Data.


(8) If any terms of the foregoing agreement conflict with any terms of this exhibit, the terms of
this exhibit, New York Education Law §2-d and the regulations shall control.”







Exhibit B 
PARENTS’ BILL OF RIGHTS FOR DATA PRIVACY AND SECURITY 


The District, in compliance with Education Law §2-d, provides the following: 


DEFINITIONS: 


As used in this policy, the following terms are defined: 


Student Data means personally identifiable information from the student records of a 
District student. 


Teacher or Principal Data means personally identifiable information from District records 
relating to the annual professional performance reviews of classroom teachers or Principals 
that is confidential and not subject to release under the provisions of Education Law §§3012-
c and 3012-d. 


Third-Party Contractor means any person or entity, other than a District, that receives 
student data or teacher or Principal data from the District pursuant to a contract or other 
written agreement for purposes of providing services to the District, including, but not limited 
to, data management or storage services, conducting studies for or on behalf of the District, 
or audit or evaluation of publicly funded programs. Such term shall include an educational 
partnership organization that receives student or teacher or Principal data from a school 
district to carry out its responsibilities pursuant to Education Law §211-e and is not a District, 
and a not-for-profit corporation or other nonprofit organization, other than a District. 


Parent means a parent, legal guardian, or person in parental relation to a student. These rights 
may not apply to parents of eligible students. 


Eligible Student means a student 18 years and older. 


1. Neither student data, nor teacher or Principal data will be sold or released for any
commercial purpose;


2. Parents have the right to inspect and review the complete contents of their child's
education records. Procedures for reviewing student records can be found in the Board
Policy entitled Student Records: Access and Challenge (#7240).


3. Security protocols regarding confidentiality of personally identifiable information are
currently in place and the safeguards necessary to protect the confidentiality of student
data are maintained at industry standards and best practices as defined below. The
safeguards include, but are not limited to, encryption, firewalls, and password
protection. As required by Education Law §2-d (5), the National Institute for Standards
and Technology Framework for Improving Critical Infrastructure Cybersecurity
Version 1.1 (NIST Cybersecurity Framework or NIST CSF) is adopted as the standard
for data security and privacy;







4. New York State maintains a complete list of all student data collected by the State and
the data is available for public review at
http://www.p12.nysed.gov/irs/sirs/NYSEDDataElements2018.xlsx, or by writing to the
Office of Information & Reporting Services, New York State Education Department,
Room 863 EBA, 89 Washington Avenue, Albany, New York 12234;


5. Parents have the right to have complaints about possible breaches of student data
addressed. Complaints should be directed to the District's Data Protection Officer at
607-757-2211.


Complaints may be also be submitted to NYSED online at 
www.nysed.gov/data-privacy-security, by mail to Chief Privacy Officer, New York 
State Education Department, 89 Washington Avenue, Albany, NY 12234; by email to 
privacy@nysed.gov; or by telephone at 518-474-0937. 


6. Parents have the right to be notified in accordance with applicable laws and regulations
if a breach or unauthorized release of their student's personally identifiable information
occurs.


7. Educational agency workers that handle personally identifiable information will
receive annual training on applicable state and federal laws, the educational agency's
policies, and safeguards associated with industry standards and best practices that
protect personally identifiable information.


8. The District will promptly acknowledge receipt of complaints, commence an
investigation, and take the necessary precautions to protect personally identifiable
information.


• Following its investigation of a submitted complaint, the District shall provide the
parent or eligible student with its findings within a reasonable period, but no more
than 60 calendar days from receipt of the complaint;


• Where the District requires additional time, or where the response may
compromise security or impede a law enforcement investigation, the District shall
provide the parent or eligible student with a written explanation that includes the
approximate date when the District anticipates that it will respond to the complaint;


• The District will require complaints to be submitted in writing;
• The District will maintain a record of all complaints of breaches or unauthorized


releases of student data and their disposition in accordance with applicable data
retention policies, including the Records Retention and Disposition Schedule
LGS-1.



http://www.p12.nysed.gov/irs/sirs/NYSEDDataElements2018.xlsx,

http://www.nysed.gov/data





9. This policy will be regularly updated with supplemental information for each
contract the District enters into with a third-party contractor where the third-party
contractor receives student data or teacher or Principal data. The supplemental
information must be developed by the District and include the following information:


• the exclusive purposes for which the student data or teacher or Principal data will
be used by the third-party contractor, as defined in the contract;


• how the third-party contractor will ensure that the subcontractors, or other
authorized persons or entities to whom the third-party contractor will disclose the
student data or teacher or Principal data, if any, will abide by all applicable data
protection and security requirements, including, but not limited to, those outlined
in applicable State and federal laws and regulations (e.g., FERPA; Education
Law §2-d);


• the duration of the contract, including the contract's expiration date and a
description of what will happen to the student data or teacher or Principal data
upon expiration of the contract or other written agreement (e.g., whether, when
and in what format it will be returned to the District, and whether, when and how
the data will be destroyed);


• if and how a parent, student, eligible student, teacher or Principal may challenge
the accuracy of the student data or teacher or Principal data that is collected;


• where the student data or teacher or Principal data will be stored, it will be
described in such a manner as to protect data security and the security protections
taken to ensure that such data will be protected and data security and privacy
risks mitigated; and how the data will be protected using encryption while in
motion and at rest will be addressed.


10. This policy shall be published on the District's website. This policy shall also be
included with every contract the District enters with a third-party contractor where
the third-party contractor receives student data or teacher or Principal data.







Vestal Central School District 
New York State Education Law 2-D: Supplemental Information 


*This section to be completed by the Vendor*


CONTRACTOR [Vendor Name] 


PRODUCT [Product Name] 


SUPPLEMENTAL 
INFORMATION ELEMENT SUPPLEMENTAL INFORMATION 


Please list the exclusive purposes for which the 
student data or teacher or Principal data will be 
used by the third-party contractor, as defined in the 
contract (or list the section(s) in the contract where 
this information can be found) 
Please list how the third-party contractor will ensure 
that the subcontractors, or other authorized persons 
or entities to whom the third-party contractor will 
disclose the student data or teacher or Principal data, 
if any, will abide by all applicable data protection and 
security requirements, including, but not limited to, 
those outlined in applicable State and federal laws 
and regulations (e.g., FERPA; Education Law §2-d) 
(or list the section(s) in the contract where this 
information can be found) 
Please list the duration of the contract, including the 
contract’s expiration date and a description of what 
will happen to the student data or teacher or Principal 
data upon expiration of the contract or other written 
agreement (e.g., whether, when and in what format it 
will be returned to the District, and whether, when 
and how the data will be destroyed) (or list the 
section(s) in the contract where this information can 
be found) 
Please list if and how a parent, student, eligible 
student, teacher or Principal may challenge the 
accuracy of the student data or teacher or Principal 
data that is collected (or list the section(s) in the 
contract where this information can be found) 
Please list where the student data or teacher or 
Principal data will be stored, it will be described in 
such a manner as to protect data security and the 
security protections taken to ensure that such data 
will be protected and data security and privacy risks 
mitigated; and how the data will be protected using 
encryption while in motion and at rest will be 
addressed (or list the section(s) in the contract where 
this information can be found) 


_______________________________________ ________________________ 
Signature                                                             Date 


_______________________________________ 
Name & Job Title 
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EMATH INSTRUCTION DATA SECURITY AND PRIVACY COMPLIANCE MEASURES 


For School Districts Requesting Information on Data Security and Privacy Compliance with 2-d and 
Section 121.3 (Version April 2020) 


What data do we receive from schools and why? 


1. We DO NOT ask for, collect, or receive any student data. 
2. We DO NOT ask for, collect, or receive any principal data. 
3. We DO NOT ask for, collect, or receive any educational data including grades, test scores, 


disciplinary information, or educational information. 
4. We ask for, collect, and receive teacher name and email address ONLY.  This is information is 


used for the purpose of maintaining user accounts. These user accounts provide user access to 
mathematics materials for educational purposes only. 


How do we implement State and federal data security and privacy requirements throughout the life of 
the contract? 


5. We make reasonable efforts to comply with NIST Cybersecurity Framework guidelines.  


We use data encryption technology to secure the transfer of user data and we comply with PCI 
compliance requirements. We also limit access to any and all user data to only our team members to 
help fulfill orders, process refunds and support you. We will not sell or share your personal data with 
any third parties without your prior consent except where we are required to do so by law. 


6. We limit access to PII so that no personnel (whether employee or independent contractor or 
vendor) has access to PII unless their essential job/contract function requires such access; and in 
such cases we limit their access to only that PII required for them to perform their essential 
job/contract function.  


7. We do not collect student data, teacher data or principal data from school districts. 
8. Our Privacy Policy, which is published and made prominent on our website, clearly 


communicates what data we collect, how that data is used, how a user may obtain a copy of the 
data collected about them, and how a user may challenge the accuracy of the data collected or 
received about them.  


How do we implement data security and privacy requirements that are compliant with the district’s data 
security and privacy policy throughout the life of the contract?  


1. We use industry-recognized security safeguards to protect the personally identifiable 
information that you have provided to us from loss, misuse, or unauthorized alteration. 


2. We securely transfer all data over encrypted connections and store all user data on our web 
servers only, for our users’ privacy. The only  data shared with third- party services is general, 
anonymised data containing no personal identifying information. No personal data is sold or 
shared with any third parties without your prior consent except where we are required to do so 
by law. 
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3. We have a Personal Data Exporter and Removal policy in place and up to date to export/remove 
personal data associated with all users accounts to meet privacy compliance laws 


We comply with Section 121.3(c) of the Commissioner’s Regulations by:  


1. Not receiving from the school district any student data, teacher data or principal data;  
2. Limiting access to PII in compliance with the parents bill of rights for data privacy and security, 


as set forth in greater detail in other sections of this document;  
3. Using data security technology and methods, such as encryption, HTTPS and regular plugin 


security updates,  to ensure such data will be protected and data security and privacy risks 
mitigated, while in motion or at rest, as set forth in greater detail in other sections of this 
document; 


4. Abiding by Emath’s Internal Data Security and Privacy Compliance Policy, which is informed by 
NIST Cybersecurity Framework guidelines for small business. 


5. Publishing in Emath’s Privacy Policy how a parent, student, eligible student, teacher or principal 
may challenge the accuracy of any teacher or principal data collected. 


How will our employees and any assignees with access to student data, teacher data or principal data 
receive training on the relevant confidentiality laws before receiving access to such data?  


1. We will ensure that no employee or assignee will receive access to PII unless such access is 
necessary for them to perform their job functions. AND 


2. We will ensure that before any employees or assignees are granted access to PII or to any 
part of the system from which PII may be accessed, the employee or assignee must first 
read and agree to abide by Emath’s Internal Data Security and Privacy Policy.  


Emath from time to may from time to time use subcontractors, who may or may not have access to PII.   


1. We will ensure that no subcontractor will receive access to PII unless such access is 
necessary for them to perform the contracted-for services. AND 


2. We will ensure that before any subcontractors are granted access to PII or to any part of the 
system from which PII may be accessed, the subcontractor must first read and agree to 
abide by Emath’s Internal Data Security and Privacy Policy.  


Our action plan for handling any breach or unauthorized disclosure of PII is:  


Upon learning of a data breach or unauthorized disclosure, we will promptly : 


1. Notify our IT services provider and instruct them to immediately implement technical measures 
to limit the extent of the breach and secure all uncompromised data;  


2. Notify all contracted school districts of the breach or unauthorized disclosure;  
3. Notify the owners of the PII (which includes the parents of any minor students) of the breach or 


unauthorized disclosure;  
4. Notify our attorney; 
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5. Begin an investigation to identify the source of the breach, in particular, whether it originated 
internally, and to remove system access from any employees, assignees or subcontractors 
suspected of causing or contributing to the breach or unauthorized disclosure.  


6. Implement the continuation plan using backup systems and equipment as necessary while the 
main system is undergoing forensic investigation and cleaning.  


7. Notify any insurers providing cybersecurity coverage to Emath Instruction and/or any contracted 
school districts. 


When the school district contract ends or is terminated, Emath will, within 30 days after the effective 
termination date: 


1. permanently delete from all local equipment and all servers, all data received from the 
school district over the course of the contract unless the school district, during that 30 day 
period, delivers written instructions to Emath Instruction to return the data to the school 
district, except that Emath may retain teacher name and teacher email address for the 
purpose of facilitating future orders from the school district or teacher.   


2. If Emath, during that 30 day period, receives from the school district written instructions to 
return the data to school district, Emath will do so by transmitting to the school district, in 
electronic form in one or more encrypted files, all data received from that school district 
over the course of the contract. After such transmission, Emath will review its system to 
ensure any copies of that school district’s data have been permanently deleted from all local 
equipment and all servers.  
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Privacy Policy
At eMATHinstruction, we dedicate ourselves to providing high-quality mathematics resources for teachers and students.
In that effort, we respect and protect the privacy of those who visit or use our Web sites. When we collect information
from you, we want you to know how it is used. To demonstrate our commitment to fair information practices, we have
adopted leading industry privacy guidelines.


Visiting eMATHinstruction online
When visiting our sites, you may access online products and services, communicate with us or link to other websites with
which we do business. While using our sites, you may give us information so that we can provide enhanced products or
services to you. This online privacy policy describes how we use and protect the information that you share with us. This
policy governs Web sites owned and operated by eMATHinstruction.


Our policy does not govern Web sites of other parties to which we may provide links because eMATHinstruction is not
responsible for the Web privacy practices or content of those sites.


Notice of our website information practices
To maximize the value of our services, we may request information from you when you visit our Web sites. When we
collect information from you, we’ll tell you what is being collected, by whom it is being collected, how it will be used, and
to whom it may be disclosed. We’ll also identify the information that is necessary to fulfill your request. Whenever we ask
for additional or optional information, we mark those fields appropriately so that you know it is not required to provide the
requested service.
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eMATHinstruction does not share your personally identifiable information with outside companies for their promotional
use. We may, however, exchange customer information with eMATHinstruction partners to fulfill your request or to
provide you with information about other products or services.


We do use a third-party partner to print our books for us. We are also a distributor for Efofex software. If you order a book
or Efofex software from our site, we will share your information with our partners as necessary to fulfill your order. In
those cases, we will clearly identify the partner who will be receiving your information, and we will not share more than
necessary to fulfill your order. If you click on a link that takes you to a third-party partner’s site, either eMATHinstruction
or that partner may collect information about you. When you use any site, we encourage you to review the site’s privacy
statements to understand their privacy practices.


Your personally identifiable information may be transferred in connection with a sale, merger, transfer, exchange or other
disposition (whether of assets, stock or otherwise) of all or a portion of a business of eMATHinstruction and/or its
subsidiaries. You will have the opportunity to opt-out of further secondary use of your information following any change of
control.


If we change any of our privacy policies or practices, we’ll post those changes to this policy or to the site-specific privacy
statement at least 30 days before they take effect.


We tell you how and why we use web technologies.
Our site may also gather usage information automatically through the use of cookies, Web server logs, or other Web
technologies. If we do so we will tell you how and why we are doing this on this privacy website.


What personal data we collect and why we collect it.
eCommerce
We are PCI compliant via Authorize.net. That means all credit card information stays securely with Authorize.net – we do
not see, store or access your credit card information.
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We collect information about you during the checkout process in our store. This information helps to fulfill orders and
serve our users/customers. This information is collected during the checkout or account creation process and includes
the following personal data:


Name
Address
E-mail address
Phone number
Payment details


In addition, we also collect and use cookies to keep track of the following information while you are on our site to help
support you during your visit:


Products viewed
Cart contents
Location/IP address
Browser type
Shipping address


When you purchase from us, we’ll ask you to provide information including your name, billing address, shipping address,
email address, phone number, credit card/payment details and optional account information like username and
password. We’ll use this information for purposes, such as to:


Send you information about your account and order
Respond to your requests, including refunds and complaints
Process payments and prevent fraud
Set up your account for our store
Comply with any legal obligations we have, such as calculating taxes
Improve our store offerings
Send you marketing messages, if you choose to receive them


If you create an account, we will store your name, address, email and phone number, which will be used to populate the
checkout for future orders.
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Comments
When visitors leave comments on the site we collect the data shown in the comments form, and also the visitor’s IP
address and browser user agent string to help spam detection.


An anonymized string created from your email address (also called a hash) may be provided to the Gravatar service to
see if you are using it. The Gravatar service privacy policy is available here: https://automattic.com/privacy/. After
approval of your comment, your profile picture is visible to the public in the context of your comment.


Media
If you upload images to the website, you should avoid uploading images with embedded location data (EXIF GPS)
included. Visitors to the website can download and extract any location data from images on the website.


Contact forms
If you contact us through one of our forms we collect the data shown in the form, and also the visitor’s IP address and
browser user agent string to help spam detection and fraudulent submissions.


SMTP Service
If you contact us through the site using one of the contact forms we use an SMTP service to deliver email. This service
allows us to monitor and ensure the delivery of the email.


Cookies
If you leave a comment on our site you may opt-in to saving your name, email address and website in cookies. These
are for your convenience so that you do not have to fill in your details again when you leave another comment. These
cookies will last for one year.
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If you have an account and you log in to this site, we will set a temporary cookie to determine if your browser accepts
cookies. This cookie contains no personal data and is discarded when you close your browser.


When you log in, we will also set up several cookies to save your login information and your screen display choices.
Login cookies last for two days, and screen options cookies last for a year. If you select “Remember Me”, your login will
persist for two weeks. If you log out of your account, the login cookies will be removed.


If you edit or publish an article, an additional cookie will be saved in your browser. This cookie includes no personal data
and simply indicates the post ID of the article you just edited. It expires after 1 day.


User Interactions
When visitors interact with the site we log these actions with their username if logged in and IP address. This information
is used for support/debugging site performance and interaction. It is only used by our web development staff. This
information is held for 30 days and then deleted.


Embedded content from other websites
Articles on this site may include embedded content (e.g. videos, images, articles, etc.). Embedded content from other
websites behaves in the exact same way as if the visitor has visited the other website.


These websites may collect data about you, use cookies, embed additional third-party tracking, and monitor your
interaction with that embedded content, including tracing your interaction with the embedded content if you have an
account and are logged in to that website.


Who on our team has access
Members of our team have access to the information you provide us. For example, both Administrators and Shop
Managers can access:
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Order information such as what was purchased, when it was purchased, and where it should be sent, and
Customer information such as your name, email address, and billing and shipping information.


Our team members have access to this information to help fulfill orders, process refunds and support you.


What we share with others
We will not sell or share your personal data with any third parties without your prior consent (which you are free to
withhold) except where we are required to do so by law or our Academic Integrity Policy (see below).


Akismet
Akismet is an anti-spam service for the web. It only collects the personal data needed to carry out Akismet’s core
function of protecting our site against comment spam collected from commenters on our site. We do not sell the data
sent to the Akismet service, and we do not keep it for long. We have short retention periods of between two weeks and
ninety days for the vast majority of our spam-related data, at which point it is automatically deleted from our databases.
Anyone can opt-out of all long-term tracking for the very small subset of data we do keep longer by using
Akismet’s contact form. For more information, please visit Akismet’s Privacy Notice.


Google Analytics
We use Google Analytics to collect information about the use of this site. For details please see the Google Analytics
Terms of Use and the Google Privacy Policy. You can prevent Google Analytics from recognizing you on return visits
to this site by disabling cookies on your browser.


Hotjar
We use Hotjar in order to better understand our users’ needs and to optimize this service and experience. For details
please see Hotjar’s privacy policy by clicking on this link. You can opt-out to the creation of a user profile, Hotjar’s



https://akismet.com/contact/?utm_source=akismet&utm_medium=automattic_referred&utm_campaign=privacy_page

https://automattic.com/privacy-notice/?utm_source=akismet&utm_medium=automattic_referred&utm_campaign=privacy_page

https://www.google.com/analytics/tos.html

https://www.google.com/privacypolicy.html

https://www.usa.gov/optout_instructions.shtml

https://www.hotjar.com/

https://www.hotjar.com/legal/policies/privacy
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storing of data about your usage of our site and Hotjar’s use of tracking cookies on other websites by following this opt-
out link.


When shopping, we keep a record of your email and the cart contents for up to 30 days on our server. This record is kept
to repopulate the contents of your cart if you switch devices or need to come back another day.


Mailchimp
When you sign up for our email newsletter we collect any pertinent contact information, such as name, email, etc… to
allow us to send you the requested emails. We use this information only to communicate with our customers/subscribers.
Read Mailchimp’s privacy policy for more information.


How long we retain your data
If you leave a comment, the comment and its metadata are retained indefinitely. This is so we can recognize and
approve any follow-up comments automatically instead of holding them in a moderation queue.


For users that register on our website (if any), we also store the personal information they provide in their user profile.
Users can see, edit, or delete their personal information at any time (except they cannot change their username).
Website administrators can also see and edit that information.


What rights you have over your data
We give you the opportunity to control the use of your personally identifiable information that you have provided to us for
purposes other than to fulfill your request.


If you have an account on this site or have left comments, you can request to receive an exported file of the personal
data we hold about you, including any data you have provided to us. You can also request that we erase any personal



https://www.hotjar.com/legal/compliance/opt-out

https://mailchimp.com/legal/privacy/
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data we hold about you. This does not include any data we are obliged to keep for administrative, legal, or security
purposes.


Because of the importance of student well-being and ensuring academic integrity, we reserve the right to contact you, if
necessary, concerning issues regarding the proper use of our products and/or services. We may also contact you to
respond to your specific requests or to clarify the order information you may have provided to us.


Our contact information
Email: info@emathinstruction.com


Address:


Emath Instruction Inc.
 10 Fruit Bud Lane,


 Red Hook, NY 12571


Links to Other Sites
Our site may contain links to other sites that are not operated by us. If you click on a third-party link, you will be directed
to that third party’s site. We strongly advise you to review the Privacy Policy of every site you visit.


We have no control over and assume no responsibility for the content, privacy policies or practices of any third-party
sites or services.


We are an educational resource and publishing company



mailto:info@emathinstruction.com
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We are not subject to NY Ed Law EDN Section 2-d or Regulation Part 121 because we do not collect or receive student
data, teacher data or principal data from any educational agency.


We are not subject to the Family Educational Rights and Privacy Act (FERPA) because we are not an educational
institution.


We are not subject to the Protection of Pupil Rights Amendment (PPRA) because we are not a school or a school
district.


Children’s Privacy
Our members are primarily teachers, parents, and tutors. We do not knowingly collect personally identifiable information
from anyone under the age of 18. If you are under 18, you must have your parent’s permission to be a member or make
any purchases.


If you are a parent or guardian and you are aware that your child has provided us with Personal Data, please contact us.
If we become aware that we have collected Personal Data from children without verification of parental consent, we take
steps to remove that information from our servers.


Academic Integrity
eMATHinstruction takes academic integrity very seriously. Our products exist for the sole purpose of education. On rare
occasions, a school district may contact us if they suspect a student has made a purchase on our site for the purpose of
cheating. We may disclose private purchase information to schools if they suspect that our products are being used for
the purposes of cheating. In these cases, we share the following information only: [member name, date of purchase, item
purchased]. We will inform you of the school district’s request and the information we are sharing with them. By agreeing
to the terms and conditions of our product, you agree to not hold eMATHinstruction and/or its subsidiaries liable
for any disciplinary action that a school may take if they find that this product is used for the purpose of
cheating.
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How we protect your data
We use industry-recognized security safeguards to protect the personally identifiable information that you have provided
to us from loss, misuse, or unauthorized alteration. Whenever we prompt you to transmit sensitive information, such as a
credit card number, we support the encryption of your data as it is transmitted to us.


Additional Questions/Clarification
eMATHinstruction welcomes your questions or comments about our online privacy policy, our information practices or
other aspects of privacy on our Web site. You may contact us at our Web site at https://www.emathinstruction.com or
by writing to us at Emath Instruction Inc., 10 Fruit Bud Lane, Red Hook, NY 12571 or info@emathinstruction.com



https://www.emathinstruction.com/

mailto:info@emathinstruction.com



